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• A proud BITS Pilani Alumni! 

• 2007-2011, CSE, Pilani Campus

• PostDoc@NUS Singapore 

• Co-founder, MavvexLabs Pvt. Ltd.

• Co-Author - AI Adoption and Management Framework, 
WhiteGlove AI

• Currently, Assistant Professor@KIIT Bhubaneswar
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About My Research
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About My Research

Research Impact:
 
▪ >450 citations
▪ Our machine unlearning work is cited by Anthropic, Yoshua Bengio, Hugo 

Larochelle, Google Deepmind, University of Cambridge, etc. 
▪ Our works Fast Unlearning [TNNLS], Zero shot Unlearning [TIFS], and Bad 

Teacher [AAAI] are among top 10 highly cited papers in the field of machine 
unlearning.

https://arxiv.org/html/2410.08827v1
https://arxiv.org/abs/2311.15268
https://arxiv.org/abs/2311.15268
https://proceedings.neurips.cc/paper_files/paper/2023/hash/062d711fb777322e2152435459e6e9d9-Abstract-Conference.html
https://ojs.aaai.org/index.php/AAAI/article/view/29092
https://arxiv.org/pdf/2111.08947
https://arxiv.org/pdf/2201.05629
https://ojs.aaai.org/index.php/AAAI/article/download/25879/25651
https://ojs.aaai.org/index.php/AAAI/article/download/25879/25651
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Unlearning? 

“forgetting specific things”

Machine Unlearning? 

“forgetting specific things 

from an ML model”

Scan Me! 
For a Demo

https://machine-unlearning-two.vercel.app/
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- Right to be forgotten

- Cross border data control in AI models

Regulatory Frameworks on Data Privacy Across the World

Why Machine Unlearning? 

“You should be protected from abusive data practices via built-in protections and you 
should have agency over how data about you is used.”

         - Blueprint for an AI Bill of Rights, USAhttps://www.whitehouse.gov/ostp/ai-bill-of-rights/

“Right to be forgotten: data must be erased immediately where data subject has 
withdrawn his consent…”

          - GDPR, European Unionhttps://gdpr-info.eu/issues/right-to-be-forgotten/



▪ AI Safety

AI models are vulnerable to attacks

▪ Legal compliance

Privacy laws, copyright constraints

▪ Ethical reasons

Biased data

▪ Epistemological

Data are useless, obsolete, unwanted for the model

_

Why Machine Unlearning? 



• Computationally Expensive
• Especially for large models like deep neural networks or 

foundation models (e.g., GPT, BERT).

• Computational resources are limited

_

Why not just Retrain?



• Computationally Expensive

• Time-Consuming
• Retraining from scratch is often time-prohibitive

• Quick updates are needed (e.g., due to privacy laws).

• Must handled ideally in real-time.

_

Why not just Retrain?



• Computationally Expensive

• Time-Consuming

• Data Availability Issues
• Retraining requires access to the full original training 

data.

• Data access might no longer be available or could be 
subject to restrictions.

• For example, data needs to be deleted for legal or 
privacy reasons.

• Many organizations offer a limited duration access to 
certain datasets on cloud.

_

https://cloud.google.com/products/ai

https://aws.amazon.com/machine-learning/

https://azure.microsoft.com/services/machine-learning/

Why not just Retrain?

https://cloud.google.com/products/ai
https://aws.amazon.com/machine-learning/


• Computationally Expensive

• Time-Consuming

• Data Availability Issues

• Environmental Impact
• Machine Learning has a carbon footprint.

Source: https://mlco2.github.io/impact/

Why not just Retrain?



• Computationally Expensive

• Time-Consuming

• Data Availability Issues

• Environmental Impact

• Inefficient for Frequent Updates
• When model must forget data frequently (e.g., due to 

user data deletion requests). 

• Retraining after every unlearning request becomes 
impractical and inefficient.

_

Why not just Retrain?
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The Big Picture

Right to be forgotten: 

The consent can be withdrawn 
anytime, even after the ML model is 
already trained on the data.

How to erase data from the already 
trained model? 

- Machine Unlearning

Applications Beyond Privacy in Responsible AI

• Removing out-of-date samples, outliers, poisoned samples.
• Handling noisy labels or data with possible harmful biases.
• Model editing, adapting model to evolving data distribution

• Reducing the GPU-hours carbon footprint by avoiding repetitive re-training

Machine Unlearning in the context of Responsible AI 



Training Trained Model

Trained Model Unlearning Unlearned 

Model
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Machine 

Learning

Machine 

Unlearning

Machine Unlearning Overview  
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Class/Group Unlearning
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Stable 

Diffusion

Prompt:

generate 

image of a 

nude model

NSFW!

Text-to-Image Generative AI

SD SD_new

Unlearning

Prompt:

generate 

image of a 

nude model

SD_new
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Text-to-Image Generative AI

Copyright Protection
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Large Language Models (LLMs)



UMG pulls audio from TikTok 
over payment dispute

TikTok’s recommendation needs 
to adapt

Source: https://www.nytimes.com/2024/02/03/arts/music/tiktok-umg-songs-music.html

Licenses change, contracts shift

Recommendation Unlearning



• Formulation
• Training set 𝒟 = 𝒟𝑟 ∪ 𝒟𝑓 where 𝒟𝑟 is retain set and 𝒟𝑓 is 

forget set.

• 𝑀 𝑥, 𝜑  = y: a model 𝑀 with parameters 𝜑, with input 𝑥, and 
output 𝑦. 

• Gold model (Retrained): 𝜑𝑟 = 𝐴 𝒟𝑟 , trained with original 
ML algorithm 𝐴 with only 𝒟𝑟 .

• Unlearned model: 𝜑𝑢 = U(φ, 𝒟𝑟 , 𝒟𝑓 ) with algorithm U.

• 𝒫(𝑀(𝑥, 𝜑𝑢) = 𝑦) ≈ 𝒫(𝑀(𝑥, 𝜑𝑟) = 𝑦), ∀𝑥 ∈ 𝒟
where 𝒫(. ) denotes the probability distribution.

Problem Formulation



• Complete Forgetting
• Model no longer retains any influence from the data 

marked for removal.

• Performance on forget set should not go down!

• Performance should be close to the gold model.

Characteristics of Ideal Unlearning



• Complete Forgetting

• Preserves Retained Knowledge
• Maintains the influence of all non-forgotten (retain) data 

without degradation.

Characteristics of Ideal Unlearning



• Complete Forgetting

• Preserves Retained Knowledge

• Uncompromised Generalization
• The model's generalization performance on unseen data 

remains intact.

Characteristics of Ideal Unlearning



• Complete Forgetting

• Preserves Retained Knowledge

• Uncompromised Generalization

• Faster than Retraining 
• More efficient than retraining the model from scratch.

Characteristics of Ideal Unlearning



• Complete Forgetting

• Preserves Retained Knowledge

• Uncompromised Generalization

• Faster than Retraining 

• Computationally Efficient
• Optimized for minimal performance impact during 

inference or training due to the unlearning process.

• For example, unlearning that involves sharding, leads to 
poor performance on each of the shards 

• Additional aggregation strategies are needed.

Characteristics of Ideal Unlearning



• Complete Forgetting

• Preserves Retained Knowledge

• Uncompromised Generalization

• Faster than Retraining 

• Computationally Efficient

• Attack-Resistant
• Offers strong defenses against data extraction, 

regeneration, and membership inference attacks.

Characteristics of Ideal Unlearning



• Complete Forgetting

• Preserves Retained Knowledge

• Uncompromised Generalization

• Faster than Retraining 

• Computationally Efficient

• Attack-Resistant

• Minimal Overhead
• Adds little to no additional computational burden during 

both training and inference.

• For example, introducing additional neural layer for 
deletion adds to overhead.

Characteristics of Ideal Unlearning



• Complete Forgetting

• Preserves Retained Knowledge

• Uncompromised Generalization

• Faster than Retraining 

• Computationally Efficient

• Attack-Resistant

• Minimal Overhead

• Theoretical Guarantees
• Provides provable guarantees on forgetting 

effectiveness, backed by information bounds.

Characteristics of Ideal Unlearning



• Complete Forgetting

• Preserves Retained Knowledge

• Uncompromised Generalization

• Faster than Retraining 

• Computationally Efficient

• Attack-Resistant

• Minimal Overhead

• Theoretical Guarantees

• No Additional Data
• Without extra data, works in few/zero shot settings.

Characteristics of Ideal Unlearning



• Complete Forgetting

• Preserves Retained Knowledge

• Uncompromised Generalization

• Faster than Retraining 

• Computationally Efficient

• Attack-Resistant

• Minimal Overhead

• Theoretical Guarantees

• No Additional Data

Characteristics of Ideal Unlearning



• Model Agnostic
• Works across different model architectures without requiring 

specialized modifications.

• Scalability
• Efficiently handles large-scale models and datasets without 

significant slowdowns.

• Efficient processing
• Supports batch processing of sequence of unlearning 

requests

• Compatibility with Distributed Systems
• Works effectively in distributed or federated learning 

environments

Other desirable characteristics
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▪ Single instance

▪ Features

▪ Classes: sub-class, super-class

▪ Concepts

▪ Tasks

Kinds of unlearning requests
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Kullback-Leibler (KL)-Divergence

▪ Imagine you’re trying to describe a mystery box using two 
different methods. 

▪ You want to see how well one description matches the other. 

▪ KL-divergence is a way to measure the difference between 
two probability distribution.
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KL-Divergence

Let’s think about two probability distributions:

1. True distribution (P): The real behavior or data

2. Approximate distribution (Q): Your guess or model prediction 
about the data.
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KL-Divergence

Key Properties:

Asymmetry: 
• KL-divergence is not symmetric. DKL(P∥Q) ≠ DKL(Q∥P)
• It matters whether you're comparing P to Q or Q to P.

Non-negativity: 
• The KL-divergence is always positive (>=0) and can be thought 

of as a measure of similarity between distributions.
• A value of 0 means your guess Q is exactly the same as the true 

distribution P.
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KL-Divergence

The formula for KL-divergence looks like this:

P(x): Probability of event x in the true distribution.
Q(x): Probability of event x in your approximation.

Example: Let’s say we’re dealing with a system with three 

possible outcomes A, B, and C, and the probabilities are as follows:

P = {A:0.7, B:0.2, C:0.1}

Q = {A:0.6, B:0.3, C:0.1}

DKL(P||Q) = 0.0712 
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KL-Divergence

Why It’s Useful

▪ Machine Learning: KL-divergence is used to measure how well 
a model (Q) matches the actual data (P).

▪ Information Theory: It tells us how much extra "cost" or 
"effort" we incur if we use Q to represent P.

▪ Optimization: In many algorithms, minimizing KL-divergence 
helps improve predictions.
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Knowledge Distillation

https://arxiv.org/abs/2006.05525

▪ Knowledge Distillation: the knowledge of the teacher model is 
transferred to a student model. 

▪ The goal is to make the student perform nearly as well as the 
teacher, but with much less complexity.
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Knowledge Distillation

https://neptune.ai/blog/knowledge-distillation
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Benefits?

▪ Faster Models: The student model is smaller and faster than 
the teacher.

▪ Generalization: The student can learn from the teacher’s 
soft predictions, improving its performance beyond what it 
could achieve by only using the hard labels.

▪ Flexibility: You can use a variety of teacher-student 
combinations.

Knowledge Distillation
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Learn the error-maximizing 
noise matrix for the unlearning 
class

Unlearn with few epochs of 
update for impair and repair

Fast yet Effective Machine Unlearning, Tarun, A. K., Chundawat, V. S., Mandal, M., and 

Kankanhalli, M., IEEE Transactions on Neural Networks and Learning Systems, 2023.

Fast Unlearning with Anti-Sample Generation 
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Error-Maximizing Anti-Sample Generation

arg min
ℵ

𝐸𝜃[−ℒ 𝑓, 𝑦 + 𝜆||𝑤𝑛𝑜𝑖𝑠𝑒||]

where

• ℒ 𝑓, 𝑦  is the classification loss corresponding to the class to unlearn, 
• 𝑓 denotes the trained model, 
• 𝑤𝑛𝑜𝑖𝑠𝑒 is the parameters of the noise matrix ℵ, 
• 𝜆 is used to manage the trade-off between the two terms.

UNSIR: Unlearning with Single Pass Impair and Repair

• Impair: Train for 1 epoch with sample set Dr_sub ∪ ℵ

• Repair: Train for 1 epoch with sample set Dr_sub  (a few more epochs, rarely)

Complete training set 𝐷𝑐 = 𝐷𝑟 ∪ 𝐷𝑓 where 𝐷𝑟 is retain set and 𝐷𝑓 is forget set

The Technique
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Experiments and Results

"Retrain ed  Model" is the model that has been trained only on 𝐷𝑟 and has never seen 𝐷𝑓 . 

It is often called the “gold-standard model”. 

FineTune: Train the model with retain set for certain epochs

NegGrad: Train the model with forget set + Gradient Ascent and  retain set + Gradient Descent

𝑦𝑓 is the number of unlearning classes
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Different Architectures and Datasets

Unlearning on VGG-FACE100 Unlearning on CIFAR-100

Unlearning in Facial data is challenging! 
Future scope to improve upon  this….

Retain set performance suffers…
Scope to improve retain set performance in 
future works



46

Ablation Study 1

Effect of different combination of Impair-Repair steps. [ResNet18 + VGGFACE-100]

Multiple (>1) “Impair” steps doesn’t yield any significant change in the final results

Multiple (>1) “Impair-Repair” cycle doesn’t yield any significant change in the final results
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Ablation Study 2

Reasonable Trade-Off between retain and forget set performance
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Ablation Study 3

Effect of different values of lambda in the L2 
weight penalization 

Results with different % of retain set 
used for model update

Naturally, more the amount of retain data, the 
better is the accuracy. 
Ideally, we strive to use as less data as possible

arg min
ℵ

𝐸𝜃[−ℒ 𝑓, 𝑦 + 𝜆||𝑤𝑛𝑜𝑖𝑠𝑒||]
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Comparison with Retrained Model

1-Class unlearning (AllCNN)
2-Class unlearning (AllCNN)

1-Class unlearning (ResNet18) 2-Class unlearning (ResNet18)

Layer-wise weight distance between unlearned models (retrain model, our model) 
and original model 
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Is Retrained Model the Best Unlearned Model?

Is closeness to the Retrained model the only measure of good Unlearning?
- Not necessarily

- We show some empirical evidence here by measuring the Euclidian distances 
between the Unlearned model, the Retrained model and the Original model.

Thus, proximity to the “Retrained model” may reveal the “Unlearned model” 

but models lying far away from it can be equally good candidates.

Our unlearned model is not close to the Retrained 

model in the parameter space but still performs 

similar to that !!! 
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Prediction Distribution for Forget Class

Prediction distribution of the unlearned model on forget class of data. Our method gives 
randomized response to the forget class of data which is desirable

1-Class unlearning (AllCNN) 2-Class unlearning (AllCNN)

1-Class unlearning (ResNet18) 2-Class unlearning (ResNet18)
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Prediction Distribution Comparison

Prediction distribution for forget class by retrained model 
(left) and proposed method (right). Distributions are similar
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Does the Network really Forget?

GradCAM visualization of Unlearned ResNet Model 
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Sequential Unlearning

Sequential Unlearning: We sequentially forget class-0, class-1, and 
class-2, respectively
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Efficiency

Time comparison between Retraining, Fisher 
Forgetting, and UNSIR (our method). 
Lower is better

On ResNet18+CIFAR10:

Our method is 154x faster than Retraining

Our method 1875x faster than Fisher Unlearning
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Summary of Fast Unlearning…

Limitations

Key Takeaways

▪ Fast Unlearning is possible in Deep Models (CNN, ViT)

▪ Zero-glance i.e., access to the forget set is not required for Unlearning

▪ No prior knowledge about training (optimization method, training 
checkpoints) is needed.

▪ Evaluated on a variety of metrics (accuracy, layer-wise weight distance, 
prediction distribution comparison, relearn time)

▪ Works only for class-level Unlearning. Doesn’t work for random data samples, 
cohort unlearning.

▪ No theoretical bounds on the extent of information remaining after 
Unlearning

Fast yet Effective Machine Unlearning, Tarun, A. K., Chundawat, V. S., Mandal, M., and 

Kankanhalli, M., IEEE Transactions on Neural Networks and Learning Systems, 2023.
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This method supports all 3 modes of unlearning: 

• Forgetting single-class or multiple classes of data 

• Forgetting a cohort of data or subclass of data from a 

single class.

• Forgetting a random subset of data from multiple classes

Can Bad Teaching Induce Forgetting? Unlearning in Deep Networks using an Incompetent Teacher. 

Chundawat, V. S., Tarun, A. K., Mandal, M., and Kankanhalli, M., AAAI 2023.

Can Bad Teaching Induce Forgetting? 
Unlearning in Deep Networks with Incompetent Teacher
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▪ Competent teacher: is the fully trained model or the original model.

▪ Incompetent teacher: is a randomly initialized model

▪ Student is initialized with knowledge about the complete data i.e., the 

parameters of the fully trained model. 

▪ Retrained model or gold model: the model trained from scratch without 

observing the forget samples 

Unlearning with a Good and a Bad Teacher



59

Let Student S, incompetent/dumb teacher Td, competent/smart 
teacher Ts

KL-Divergence between Td and S:

KL-Divergence between Ts and S:

The unlearning objective:

Unlearning with a Good and a Bad Teacher
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▪ The idea is to selectively remove information about the 
forget samples from the model. 

▪ Selectively transfer bad knowledge about forget data Df 
from Td :
▪ by minimizing KL-Divergence between S and Td.

▪ The accurate knowledge corresponding to Dr is fed from Ts :
▪  by minimizing KL-Divergence between S and Ts. 

Unlearning with a Good and a Bad Teacher
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Class Unlearning: CIFAR10, CIFAR100

Experiments and Results
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Subclass Unlearning: CIFAR20, Superclass-Subclass

Experiments and Results
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Unlearning random samples (50 and 100 samples) from Epileptic 

Seizure Data.

Sample Unlearning
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Ours (random weights) is ∼ 70× faster than retraining

Ours (proxy model) is ∼ 20× faster than retraining

Ours (proxy model) is ∼ 2× faster than Amnesiac

Experiments and Results
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Sequential Unlearning
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Which Unlearning Method to Use?

Fast MU Zero-Shot MU Bad Teacher

Class-level 
Unlearning

Yes Yes Yes

Random samples 
unlearning

No No Yes

Regression Problems: 
Deep Regression Unlearning

Classification Problems

Unlearning in Generative AI Systems: 
Diffusion models: Unlearning or Concealment
LLMs: UnStar 
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Other Kinds of Unlearning

▪ Graph Unlearning

▪ Federated Unlearning

▪ Recommender Unlearning
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Summary

▪ Unlearning is a difficult problem in Deep Learning and 
Generative AI models.

▪ Depending on the ML model, the unlearning technique 
may vary. There is no one universal method for all models.

▪ There are no theoretical bounds or guarantees available 
yet.

▪ More rigorous adversarial analysis is required, especially 
from the safety perspective.

▪ There is lot of work yet to be done, especially as machine 
learning models get widely deployed…
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Source Code is available at:

▪ Fast Yet Effective Machine Learning:

https://github.com/ayushkumartarun/deep-regression-unlearning

▪ Zero-Shot Machine Unlearning:

https://github.com/ayushkumartarun/zero-shot-unlearning

▪ Can Bad Teaching Induce Forgetting? Unlearning in Deep Networks using 
an Incompetent Teacher:

https://github.com/vikram2000b/bad-teaching-unlearning

▪ Deep Regression Unlearning

https://github.com/ayushkumartarun/deep-regression-unlearning

https://github.com/ayushkumartarun/deep-regression-unlearning
https://github.com/ayushkumartarun/zero-shot-unlearning
https://github.com/vikram2000b/bad-teaching-unlearning
https://github.com/ayushkumartarun/deep-regression-unlearning


Thank you!
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